How to Deal with Junk Email (Spam) by Eric @  CAS-IT
It is unwise to reply to junk email with the word "remove" in the subject. A trend in junk email is to get people to reply to the emails in order to verify which email addresses are active. When you reply, you are actually validating your email address as viable and eligible to be added to lists which are in turn sold to advertisers. Thus, following a junk email's remove procedure will ultimately lead to you getting more junk email. Most junk email is as described above.

The wiser course is to notify the spammer's service provider as to the abuse.  All service providers have policies against Spamming and usually will terminate the spammer's account. But how do you know where the email really came from?

Junk emailers will usually attempt to hide their true identities behind false email addresses and other types of forgeries. The email is almost never from where it appears to be from. In general, the numeric IP address within the mail's headers is a much better indication of the mail's true origin.

The game:
    The spammer is someone trying to earn money by selling your address.
    They are abusing their ISP's email and are hiding their origins.
    ALL service providers have a policy against Spam (mass mail). 
    Report the spammer to someone who will deal with it.

Steps I will outline below:
    Determine who really sent it. 
    Determine who that person's email account manager is. 
    Notify the manager. (Reply the original spam email to the manager) 
    Hope the manager cancels the spammer's email account.

Determining the email's true origin
    1) Open the mail in Eudora.  (don't just view it in your mailbox)
    2) Click the "Blah, Blah, Blah" button at the top of the email to reveal the full header information.  Not using Eudora? Click here.
    3) Locate the "Received" line closest to the bottom of the header that contains an IP address.  An IP address is a set of 4 numbers separated by dots. (i.e. 123.22.555.77) 
The format is usually - Received: from .... by ...... for ....... (sometimes there is no "for ....")
If the "by" is not your service provider, it's probably forged and you want to look at the next
received line up.  You want the "from" IP address.
    4) Copy down the "from" IP address. 
    5) Press Ctrl+A to select all of (Highlight) the message. 
    6) Click reply. (Reply will All of the message, including full header and subject line)
           The manager will need the full header in order to take action (the reason for step 5). You now need to determine the address of the proper system administrator.   I recommend visiting Geektools or Whois finder (**See below for more)

Notify the correct system administrator 
    1) Enter the IP address you got from the header into Geektools/Whois finder search field. 
    2) It should give you a company name and an administrator's email address. 
           (i.e. Admin@earthlink.com or Abuse@earthlink.com)
         If the result is IANA, it's either coming from your own network or a forgery. (Click for info)
    3) Use this information to determine whose address you will be filling into the "To" field of
            the email reply you are performing.  Copy and paste into your reply.
    4) Insert a few lines at the top of the text explaining that you are reporting email abuse. 
            Do not alter the Subject line when you reply. 
    5) Send the copy of the letter to the manager.

Success? 
    If you don't get an email back saying that your message was undeliverable, you have probably been successful. If you do get a "no such address" letter back, a little quick detective work may be helpful. As in the above example, try visiting www.earthlink.com. Perhaps their web page has the administrator's contact.

Results. 
    I go through these steps whenever I get a junk email. In the 3 months I have been doing this, I've gone from about 10 spams a day to about 1 every day or 2.  After the first one or two times, I got to where I could perform these steps in less than 2 minutes.

Final note: 
    When you send your reply to the proper admin, you may also want to reply to the admin at the original receiver's address (the admin for the reply address the spammer was using). When you originally clicked reply, there was some address. Usually a hotmail account at Excite, msn, yahoo:  one of the "Big Ones."  They all have a standard Abuse contact.  Abuse@excite.com, Abuse@whatever.com. Thus; you may get the info gatherer's account closed as well.

         Eric

